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PEKOMEH/IALIAN
MO 3AIIUTE UHO®OPMAIIAN B LEJISAIX MIPOTUBOJAENCTBUS
HE3AKOHHBIM ®THAHCOBBIM ONEPALIUSAM

1. Hexommepueckass opranuzanusi «DoHA COAEHCTBUS KPEAUTOBAHUIO
MaJoro M CpeAHero Ou3Heca, MUKPOKpEeIWTHas KommaHus» (naizee — DoHpa) B
pamkax coOmonenust TpeOoBanuii [lonoxenus banka Poccuun ot 17.04.2019
Ne684-11 «OO0 ycraHOBIEHUU O0sA3aTENbHBIX [JIs HEKPEAUTHBIX (PUHAHCOBBIX
opraHu3anuid TpeOOBaHMM K OOECHEYEHHIO 3allUThl HH(QOpMaUUU TpH
OCYLIECTBICHUN JACSATENIBHOCTU B c(epe (PUHAHCOBBIX PBIHKOB B LEJAX
IPOTUBOJEHUCTBUSI  OCYIECTBJICHUIO HE3aKOHHBIX (DMHAHCOBBIX  ONEpPALHiD»
YBEJOMIIIET CBOMX KJIMEHTOB UCIOJIb3YIOIIMX aBTOMaTU3UPOBAHHBIE CUCTEMBI JIJIS
NOJIy4Y€HHUs, MOJATOTOBKHU, O0OpabOTKM, IMepelayd W XpaHEeHus HHopMmanuu B
3JIEKTPOHHON (hOpMe O BO3MOMKHBIX PUCKaX MOJYYEHHUS HECAaHKIUOHUPOBAHHOIO
noctyna K uHGOpMalHM, C IEJbI0 OCYUIECTBICHUS (DUHAHCOBBIX OINepalui
JUIAMH, HE 00JIaJalolMMU TPaBOM HUX OCYILECTBIICHHS, B TOM YHCII€ TIPH yTpaTe
(morepe, XHWILEHUH) KIMEHTOM YCTPOICTBA, C HUCHOJIB30BAHUEM KOTOPOIO WM
COBEpIIANCH JEHUCTBUSL B IEISAX OCYILECTBICHUS (PUHAHCOBOW oOlepaluu U
HEOOXOJMMOCTH 3alllUThl MH(GOpPMAlMU OT BO3JCHCTBUS MPOTrPAMMHBIX KOJOB,
OPUBOJAIIMX K  HApYyIIEHHWIO IITaTHOrO  (YHKIMOHHUPOBAHUS  CPEACTBA
BBIUMCIIUTENILHOM TEXHUKHU, CBOEBPEMEHHOMY OOHApYXEHUIO BO3JIEHCTBUS
BPEJOHOCHOTO KOAA.

2. B uensix m0OpenoTBpallleHHs] HECAHKIMOHUPOBAHHOIO JOCTyma K
uHDopMaIlMu W HApYHIEHHWs  ITaTHOro  (YHKIUOHUPOBAHHUS  CPEACTBA
BBIUYHUCIIUTEIBHONU TEXHUKU POHI PEKOMEHYET CIIEIYIOIIUE MEPHI 3aILUThI:

2.1. B niensix 3amuyThl MOOWIIBHBIX YCTPOUCTB:

® CBOEBPEMEHHO YCTaHaBIIMBaiiTe OOHOBIEHUSI 0€30MACHOCTH ONEPALIMOHHON
CHUCTEMBI;

® TIpU HAJIMYMHU TEXHUYECKONW BO3MOXXHOCTH BKIIIOUMTE MMGPOBAHUE JTAHHBIX
Ha CBOEM MOOUITEHOM YCTPOMCTRE;

® HE OTKIIIOYANWTE W HE B3JIAMBIBANTE BCTPOCHHBIE MEXaHU3MbI 0€30TaCHOCTH

BaIllero MOOMJILHOTO YCTPOWCTRA,;

e coxpassiTe B TaliHe Bamu nMs nons3oBarens (JIOTUH), MapoJib 7S JOCTyIa

B uHdpopmaimonneie cucrembl 1 CMC-koasl. He coolrmialite 3Tu gaHHBIE

HUKOMY;



YY€THBbIE 3alKiCHU OIEPAIMOHHON CHCTEMbI JOJIKHBI OBITh 3aIIUIICHBI
MapoJISIMU;

HE XpaHUTE JIOTUH U Mapojib B MOOUIILHOM Tenedone, cMapTdoHe;
PEryJIIpHO IIPOU3BOJIUTE CMEHY MApPOJIEH;

HE MCHOJb3YHTE OJMHAKOBBIC JIOTMH W MApOJIb JAJIA AOCTyNA K Pa3IMYHbIM
CUCTEMAM;

JUTMHA TapoJisd IOJKHA OBITh HE MEHEe 8§ CUMBOJIOB;

B maposie 00s3aTeabHO AOJIKHBI MPUCYTCTBOBATH 3arjaBHbIE U MPOIMUCHBIC
CHUMBOJIBI, IIU(PHI, a TAKXKE CHEIHATbHBIE CUMBOJIBI, HarIpuMep, #, %, ~, * u
T.O.;

HE UCTOJIBb3yiTe (QYHKINIO 3aIIOMUHAHUS JIOTUHA U TApOJIf;

B KadecTBE Napojisi He CcleAyeT HCHOIb30BaTh HUMs, (aMHIIMIO, JI€Hb
POXKJIEHUS U JPYTHUe MaMsITHBIE JIaThl, HOMEp TenedoHa, aBTOMOOWIIS, aapec
MECTOXXKHUTENIbCTBA U JPYrUe€ JaHHbIE, KOTOPbIE MOTYT OBITh OJ0OpPaHbI
3JI0YMBIIIUICHHUKOM MYTEM aHajlu3a HHPOpPMaIUHU O MMOJIb30BATEIIE;

HE MIPOU3HOCHUTE BCIIYX, HE 3aMMCHIBATE U HE XPAHUTE B JTHOOOM JOCTYITHOM
ITOCTOPOHHMM JIMIIAM MECTE IapOJIH.

22.B X 3alMUThI IICPCOHAJIbHBIX KOMIIBIOTCPOB!

UCIIOJIb3YWTE€  TOJBKO  JIMIIEH3MOHHOE CHCTEMHOE€ U MPUKIAIHOE
MIPOrpaMMHOE OOECIICUECHHE;

YCTaHOBUTE Ha KOMIIBIOTEP TOJBKO OJHY OTIEPAIIMOHHYIO CHCTEMY;

HE YCTAaHABIMBANTE M HE HMCIOJIB3YWTEC HAa KOMITBIOTEPE MPOTPAMMBI s
yIaJIeHHOTO yTpaBlieHus, Harpumep, TeamViewe;

YCTAaHOBUTE W PETrYyJIsIpHO OOHOBISIUTE AHTUBUPYCHBIE MPOTPAMMBI
(mammpumep, Kaspersky, Dr.Web, Symantec, Avira, ESET, NOD 32,
McAfee);

CBOEBPEMEHHO TMPOBOJUTE OOHOBJEHHWE CHUCTEMHOTO W TPHUKJIATHOTO
MIPOTPAMMHOTO 00€CTICUeHUS;

Ul gocTyna K WHGOPMAIMOHHBIM — CHCTEMaM  HE  HCIIONB3YHTe
0OIIE0CTYTHBIE KOMITBIOTEPHI (HAIPUMEpP, YCTAHOBIIEHHBIE B WHTEPHET-
kKade, rocTuHuIe), myoandHbie OecripoBoaHbie ceT (O6ecrutaTHei Wi-Fi n
npoyee);

mpu mepefadye WHPOpPMAIMKU C HCIOIB30BAHUEM YYXKHUX KOMITBIOTEPOB,
MIOCJIC 3aBEPIICHUS BCEX Oleparuii yOeauTech, YTO MePCOHABHbBIC TaHHbBIC
U Apyras HHPOpMaIHs HE COXPAHUITUCH;

HE TIepelaBaiiTe TEpCOHAIbHBIC JaHHBIC M HWHYK KOH(MUICHIINATLHYIO
uH(OpMAIUU TIPU TIOJIYYCHUH THCEM IO JJICKTPOHHON TOYTE OT SKOOBI
MpEACTaBUTENC OaHKOB W WHBIX (DUHAHCOBBIX OpraHU3alUi, €CIH
MOJTyYeHHUE TaKUX MUCEM MHUITMUPOBAHO He Bamu;

HE TIEPEXOAUTE MO CChUIKAM B TaKUX MHChMaX, HE OTKPHIBANTE BIIOKEHHBIC
IPWIOKEHUS (TaKHue PECYPChl MOTYT COACPIKATh BPEAOHOCHOE IIPOTPaMMHOE
obecrnieyeHue);



e B ciy4yae OOHApYKCHHUS TMOJO3PHUTEIBbHBIX JCHCTBUN, COBEPIICHHBIX B

KOMIIBIOTEPE, HE3aAMEJINTEIIbHO CMEHUTE JIOTHH U NTAPOJIb;

npu OOHapyXEHUHM COBEPIICHUS HE3AKOHHBIX (PUHAHCOBBIX OIEpanuil —
HEe3aMeIJIMTEIbHO  IoJaiiTe  3asBileHHME O  JaHHOM  (akre B
MIPaBOOXPAHUTENbHBIE OPTaHbl M COXPAHUTE JJOKA3aTEIbCTBA TAHHOTO (haKTa
B YCTPOMCTBE;

npu paboTe ¢ WHBIMH HOCUTENISIMU WH(OpPMALUU Tepel HadalioM paboThI
OCYLIECTBIISINTE HMX IPOBEPKY HA MPEIMET OTCYTCTBUS KOMIIBIOTEPHBIX
BHPYCOB.

2.3. B nensx 3amuThl HHQOpMAIMK OT BO3JCHCTBUS MPOTrPaAaMMHBIX KOJIOB,

IMPUBOIAIINX K HAapYHICHUTIO mMTaTHOI'O (l)YHKHHOHI’IpOBaHI/IH CpcaAcCTBa
BBIUMCIIMTEIbHON TEXHUKU:

OOHOBJISITE aHTUBUPYCHBIE TPOTPAaMMBbI HA TOCTOSIHHOM OCHOBE;
OCYILIECTBIISIUTE PEryJISIPHBIA KOHTPOJIb PAOOTOCIIOCOOHOCTH aHTUBUPYCHBIX
porpamm;

CO3JaiiTe yCIOBHSA, NIPHU KOTOPBIX HEBO3MOXHO HECAHKIIMOHUPOBAHHOE
OTKJIFOYEHHUE CPEJCTB AaHTUBUPYCHOW 3aILUTHI;

AHTUBUpPYCHAs 3allUTa JIOJDKHA OOecreurBaTh COXPAHEHHE O€30I11acCHOIo
COCTOSIHUS MH(OpMaLIUU MTPH JIFOOBIX cO05X;

BBIHECUTE SIPIIBIK JIJIS 3aIlyCKa aHTUBUPYCHOM MpOrpamMMbl Ha paboyuii cToNd
MEPCOHAIBHOTO KOMITBIOTEPA U UCIIOJIB3YITE €ro peryIspHO.



